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ABSTRACT

Ports and offshore terminals are critical infrastructure resources and play key roles in the transportation
of goods and people. With more than 80 percent of international trade by volume being carried out by
sea, ports and offshore terminals are vital for seaborne trade and international commerce. Furthermore
in today’s uncertain and complex environment there is a need to analyse the participated risk factors in
order to prioritise protective measures in these critically logistics infrastructures. As a result of this study
is carried out to support the risk assessment phase of the proposed Risk Management (RM) framework
used for the purpose of sea ports and offshore terminals operations and management (PTOM). This has
been fulfilled by integration of a generic bow-tie based risk analysis framework into the risk assessment
phase as a backbone of the phase. For this reason Fault Tree Analysis (FTA) and Event Tree Analysis (ETA)
are used to analyse the risk factors associated within the PTOM. This process will eventually help the port
professionals and port risk managers to investigate the identified risk factors more in detail. In order to
deal with vagueness of the data Fuzzy Set Theory (FST) and possibility approach are used to overcome

the disadvantages of the conventional probability based approaches.

© 2011 Elsevier B.V. All rights reserved.

1. Introduction

In the past decade, dynamic and enforced changes have been
occurring in sea port’s business, operational and organisational
related environments. There has been growing concern in public
and private sectors regarding the threats of the risk factors asso-
ciated within the ports and offshore terminals to people, assets
and the environment resulting from the port and offshore termi-
nals operations and management. Investigations show that almost
all the major accidents and losses in terms of delays and costs
could be avoided with effective RM programmes [1]. This paper
focuses on the sea ports and offshore terminals and discusses
recently emergent RM-related issues with taking into considera-
tion of the externally and internally driven elements, e.g. pure risks
(i.e. uncertainty of damage to property by fire, flood or the prospect
of premature death caused by accidents) and speculative risks (i.e.
risks which are linked directly to the business function, decision
making processes and management). This view has been steadily
increasing, for example, a number of studies have reported such
trend in the United Nations Conferences on Trade and Development
from 1996 to 2006 [2], and developed a security risk assessment and
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management framework that is capable of reflecting the logistics
scope of transport networks.

The focus was mostly on the development, management, com-
mercial, operational and organisational issues of the ports and
terminals. On the port RM area, GAO [3] has stressed for “further
refinements needed to assess risks and prioritise protective mea-
sures at ports and other critical infrastructure”. In the UK, DETR
[4] has required all ports to carry out risk assessment of marine
operations in order to implement the safety management system.

In ports and terminals a high quality RM is absolutely neces-
sary for their sustainable development. Risk analysis, a key part
of RM, defines risk as a measure of human injury, environmen-
tal damage or economic loss in terms of both the incident chance
and the magnitude of the injury, damage or loss [5]. Risk analysis
involves the development of an overall estimation of risk by gath-
ering and integrating information about scenarios, frequencies and
consequences. It is one of the major components of the whole RM
process of any particular enterprise.

The main aim of this paper is to use a proposed RM framework
and a developed generic risk analysis model to evaluate and priori-
tise risk factors in PTOM. The proposed framework for the purpose
of PTOM consists of the following three main phases:

e Hazard identification
e Risk assessment
e Risk mitigation
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Fig. 1. A bow-tie diagram [15].

Overall the developed risk analysis model can facilitate on
achieving the objectives of the RM framework within the PTOM.
The research results can help professionals to decide whether to
take preventive actions or corrective actions during the risk miti-
gation phase of the RM framework. This will lead to proceed toward
a proactive or a reactive RM process.

This paper is organised as follows. Section 2 reviews the exist-
ing literature. Section 3 presents and discusses risk assessment in
PTOM including the risk assessment hierarchy, the bow-tie based
risk analysis model and the methodology for risk assessment in
PTOM. Section 4 provides a case study to demonstrate the use of the
proposed methodology and the models. Conclusions and further
work are discussed in Section 5.

2. Literature review

Along with the rapid progress of industrialisation, the risk of
incidents is increasing and it has become increasingly recognised
that there is a worldwide trend for losses due to accidents to rise
even more rapidly than gross national product [6]. As a result in
order to analyse the potential risk factors appropriately there is a
need to utilise risk analysis model. Moreover no course ina RM cycle
would be complete without the inclusion of a major component on
risk analysis. Risk analysis acts as a kind of hub, around which many
other practical aspects of RM rotate [7]. Dickson as discussed that
every risk is caused by some factor or factors and results in some
effect or effects. The cause is linked to the nature of the risk and the
risk itself is linked to the effect.

In the process of risk analysis, both qualitative and quantita-
tive techniques can be used [8]. Nowadays a variety of techniques
are used for risk analysis including Physical Inspections, Organ-
isational Charts, Flow Charts, Safety Review, Checklist Analysis,
Relative Ranking, “What-if” Analysis, Preliminary Hazard Analysis
(PHA), Hazard and Operability Study (HAZOP), Failure Modes and
Effects Analysis (FMEA), Fault Tree Analysis (FTA), Event Tree Anal-
ysis (ETA), Cause-Consequence Analysis (CCA), Human Reliability
Analysis(HRA)[6,7,9,10]. These techniques have all been developed
in the industrial setting, normally in response to some practical
business problems. It is, however, unlikely that one technique will
solve all problems for different industry types.

2.1. Bow-tie analysis

A bow-tie framework has been proposed to integrate a broad
group of cause - consequence models [11]. The traditional fault tree
and event tree models are ‘bow-tied’ and the fault tree’s “top event”

o

is connecting with the event tree’s “initiating event”. The bow-tie

will be regarded as a “lens” for focusing on causes of an event and
“projecting” that onto the space of the event’s consequences. The
consequences will eventually be attributed into decision problems
for the purpose of RM. The bow-tie’s consequence side can make an
interface with the decision models, ultimately decisions taken will
be reflected back toward the causes [12]. A bow-tie framework not
only has proven a valuable conception in mishap prediction, but
also has demonstrated its importance in analysing the past acci-
dents and signifying improvements to avoid further re-occurrence
of undesired events [13]. In particular it has proved for being able
to provide a suitable level of simplification of the causal factors in
order to be able to summarise large quantities of data into a rel-
atively small number of common scenarios, which can cover the
majority of the accidents. In an accident scenario, the link between
an accident and all its possible causes can be represented in the
form of a fault tree [14]. In the same time, the relationship between
an accident and its possible multiple consequences can be repre-
sented by means of an event tree. Fault and event trees can be
integrated in the form of a bow-tie diagram where the centre event
represents ‘the release of a hazardous agent’ as presented in Fig. 1.
This framework is particularly useful for analysing accidents, as
their causes and consequences remain linked together. Moreover, it
provides the user with a simplified classification framework where
the usually varied information available in incident reports can
be consistently stored and summarised according to a set of fixed
common criteria.

A number of research groups have used the bow-tie framework
to manage the occupational risks by developing a risk assessment
model and software tools [16,17]. Indeed the bow-tie analysis is
a tool that has both proactive and reactive elements and system-
atically works through the hazard and its management. It uses a
methodology known as the Hazards and Effects Management Pro-
cess [18-20]. It can be used to demonstrate how effective a marine
facility’s safety management system is to complete gap analyses
[21]. The bow-tie framework can be used to demonstrate how the
pertinent safety management system element requirements are
met with respect to the control and management of hazards and
risk factors [22-24].

2.2. FTA

FTA was first introduced in 1961 and has long been adapted
for many applications in the process industry, i.e. onshore and off-
shore sector’s quantitative risk analysis to predict the probability
of hazardous incidents and to identify the most important risk
contributors. Moreover a fault tree is a logic and graphical repre-
sentation that explores the interrelationships between a potential
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critical event in a system and the reasons for this event [25]. A typ-
ical fault tree consists of the top event, the basic events, and the
logic gates. Fig. 2 illustrates the key Fault Tree Analysis symbols.
There are two important types of events, i.e. top event and basic
event. The top event represents an undesirable state of the system
and the basic event represents the state of the systems component.
FTA uses logic gates to describe the relationships between the basic
events and the top event. The AND logic gate denotes that the out-
put is in a failure state, if all the inputs are in failure state. The OR
logic gate denotes that the output is in failure state, if at least one
of the inputs is in failure state. An intermediate event represents an
intermediate state of the system that is related directly or indirectly
to the top event with a logic gate [26].

2.3. ETA

In risk analysis, the Event Tree Analysis has been successively
used in pre-incident applications, to examine the incident precur-
sors and post-incident applications, and to identify the possible
hazards (outcome events) for an accidental event [27-31]. Qual-
itative analysis in an event tree identifies the possible outcome
events of an initiating event, whereas quantitative analysis esti-
mates the outcome event probability or frequency (likelihood) for
the tree. Traditionally, quantitative analysis of an event tree uses
crisp probabilities of events to estimate the outcome event prob-
ability or frequency. As argued by [27,28] in conventional Event
Tree Analysis, the branch probabilities have been treated as exact
values. This provides a quick analysis and it uses crisp probabil-
ities in each branch or path of the event tree. Fig. 3 illustrates a
sample of a conventional event tree and the outcome event fre-
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quencies, which are crisp numbers. As it is shown P, denotes the
Success/True/Yes probability of the nth event whereas the (1 —P;)
denotes the Failure/False/No probability of the nth event within the
same column. Sy, is also the calculated outcome event frequency for
the nth outcome event within the depicted event tree. In relation
to ETA [27] explains that this type of analysis can provide (1) qual-
itative descriptions of potential problems (combinations of events
producing various types of problems from initiating events) and (2)
quantitative estimates of event frequencies or likelihoods, which
assist in demonstrating the relative importance of various failure
sequences.

3. Risk analysis in PTOM

This paper will analyse the operational risk factors associated
within the ports and offshore terminals which have been identi-
fied in the authors’ previous works [32]. As an illustrative example
ahierarchy of the contributing operational risk factors within PTOM
is shown in Fig. 4 and Table 1. Table 1 gives the pre-assessed and
ranked operational risk factors along with their relative (global)
weights used to demonstrate the most significant risk factors
within the PTOM. The illustrated operational risk factors have been
previously identified through the hazard identification, i.e. HAZID
process of the introduced RM framework which is one of the haz-
ard identification techniques [33]. This paper will evaluate one of
the most significant operational risk factors while using the bow-
tie methodology accompanying the FTA and ETA methods. This
has been fulfilled by introducing a generic risk analysis model in
Fig. 5.

Fig. 5 shows a generic risk analysis model which has been inte-
grated into a RM framework of the PTOM. The previously identified
PTOM'’s operational risk factors have been prioritised and ranked
with the use of the Fuzzy Analytical Hierarchy Process (FAHP)
method.

3.1. Methodology for risk analysis in PTOM

The cause-consequence diagram method (see Fig. 2) [34] is
based on the occurrence of a critical event, which for example may
be an event, involving the failure of components or subsystems that
is likely to produce hazardous consequences. Once a critical event
has been identified, all relevant causes of it and its potential conse-
quences are developed using two conventional reliability analysis
methods, i.e. FTA and ETA which were explored previously. FTA
is used to describe the causes of an undesired event. ETA shows
the consequences that a critical event may lead to one or more
protection systems not functioning as designed. In this paper with
the use of the CCA and Fuzzy Set Theory, failure possibility for a
top event and also consequences of the basic events for one of the
most significant operational risk factors explored in the previous
works as illustrated in Fig. 5 and Table 1 will be estimated. The

Py

S;=Py x P,

Py

1-P,

Sz=Py % (1 = Py)

Initiating event

Py S3=(1— P;) x P; x P,

1-P;

1-P,

1-Py S4=(1— Py) X Py x (1= P)
Ss=(1— Py) x (1- P3)

Fig. 3. Sample of a conventional event tree [27,28].
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R5 Ships Personnel Related errors R53
Stevedores Related errors R54
Technical Lack of Equipment Maintenance R61
L RiskFactors Lack of IT Technology R62
R6 Lack of Dredging and Navaids Maintenance R63

Fig. 4. An illustrative example of operational risk factors hierarchy in sea ports and offshore terminals.

selected risk factor will be evaluated and analysed with the use of
a case study. This will help examining the introduced risk analysis
tool that could suit for RM purposes during the PTOM. Fuzzy Set
Theory, experts’ judgements, converting linguistic terms to fuzzy
numbers and defuzzification processes will be used to obtain the
possibilities of the basic events as well as the occurrence possibly of
the top event in this paper. As in this study Triangular Fuzzy Num-
bers (TFNs) will be employed, these processes are fully explained
in the following section. Additional information and steps needed
for the evaluation of the selected risk factor by the use of CCA and
in form of FFTA and FETA are explained in the next sections.

3.1.1. Fuzzy Set Theory

Fuzzy Set Theory was introduced to deal with vagueness of
human judgement, which was oriented to the rationality of uncer-
tainty caused by imprecision or vagueness [35-39]. A major
contribution of Fuzzy Set Theory is its capability of representing
vague data. Fuzzy set is a class of objects with a continuum of grades
of membership. Such a set is characterised by a membership (char-
acteristic) function, in which each object is assigned with a grade
of membership ranging between 0 and 1. The theory also allows
mathematical operators and programming to apply to the fuzzy
domain. Furthermore a fuzzy set is an extension of a crisp set. Crisp
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Table 1
An illustrative example of operational risk factors along with the relative weights.

Main goal Level 1 risk Local weights Level 2 risk factors Local weights Global weights
factors
Operational Safety risk (0.186) Composition of calling fleet (0.048) (0.0089)
risk factors factors
Traffic conditions (0.340) (0.0632)
Weather conditions (0.099) (0.0184)
Waterway configuration (0.398) (0.0740)
Potential consequences of dangerous (0.027) (0.0058)
goods transportation
Potential impacts of not having vessel (0.088) (0.0168)
traffic management (VTM) system
Security risk (0.297) People’s safety (0.670) (0.1989)
factors
Port/terminal asset (0.274) (0.0813)
Port/terminal profit (0.056) (0.0166)
Pollution risk (0.178) Ship related pollutions (0.496) (0.0877)
factors
Cargo related pollutions (0.178) (0.0316)
Port/terminal related pollutions (0.220) (0.0389)
City/local area related pollutions (0.106) (0.0187)
Legal risk (0.007) Regulatory changes (0.693) (0.0055)
factors
Fraud in contracts (0.307) (0.0024)
Human error (0.243) Pilot’s related errors (0.498) (0.1210)
factors
Ships personnel related errors (0.161) (0.0390)
Port/terminal personnel related errors (0.189) (0.0459)
Stevedores related errors (0.152) (0.0369)
Technical risk (0.089) Lack of equipment maintenance (0.078) (0.0069)
factors
Lack of IT technology (0.566) (0.0503)
Lack of dredging and navigational aids (0.356) (0.0316)

maintenance

sets only allow full membership or non-membership at all, whereas
fuzzy sets allow partial membership [40].

On the other hand fuzzy numbers are the special classes of fuzzy
quantities. A fuzzy number is a fuzzy quantity M that represents a
generalisation of a real number r. Intuitively, M(x) should be a mea-
sure of how well M(x) “approximates” r [41]. A fuzzy number M is
a convex normalised fuzzy set. A fuzzy number is characterised by
a given interval of real numbers, each with a grade of member-
ship between 0 and 1. It is possible to use different fuzzy numbers
according to the situation and in practice triangular and trapezoidal
fuzzy numbers are used [42]. As [43] expressed in applications it
is often convenient to work with Triangular Fuzzy Numbers (TFNs)
because of their computational simplicity, and they are useful in
promoting representation and information processing in a fuzzy
environment. A TEN, i.e. M is shown in Fig. 6.

Atilde ‘~’ will be placed above a symbol if the symbol represents
a fuzzy set. TFNs are defined by three real numbers, indicated sim-
ply as (I, m, u). The parameters [, m and u, respectively, indicate the
smallest possible value, the most promising value, and the largest
possible value that describe a fuzzy event [44]. Their membership
functions as shown in Fig. 6 can be defined as follows:

0, ifx<1
:;1_11, ifl<x<m
M =4 1, . ifx=m (1)
ifm<x<u
u—m
0, ifx>u

There are various operations on TFNs. However, three of the
main operations used in this study are illustrated here. Moreover
two positive TFNs are My = (I3, my, u1) and My = (I, my, uy) and
ly, myq, uq, I, my, uy are real numbers. The distance measurement
(dM,, M) is identical to the Euclidean distance [45,46]. Then under
fuzzy environments their basic operations such as their addition,

i.e. ®, multiplication, i.e. ® and subtraction, i.e. © can be defined as
follows [47]:

My & My = (I, my, up) & (I, my, u3)

=(heb, mem,u &uy) (2)

My @ My = (I, my, uq) ® (o, ma, uy)

= (ly x I, my x my, uq x uz) (3)

My oMy = (I, my,u1) © (I, ma, u3)

=(heu,myemy,uel) (4)

Other algebraic operations such as change of sign, subtraction,
and division with fuzzy numbers can be found in [48-50].

Due to the highly subjective nature and lack of information, it is
usually difficult to measure risk parameters, i.e. occurrence like-
lihood and consequence severity of the risk factors precisely. A
reasonable and suitable way to express these parameters is to use
qualitative linguistic variables particularly during experts’ judg-
ments. To estimate the occurrence likelihood, for example, one
may often use such variables as very low, low, medium, high and
very high. Additionally to assess the consequence severity one may
use such variables as slight, minor, moderate, critical and catas-
trophic.

These subjective linguistic variables can be further defined in
terms of membership functions. A membership function is a curve
that defines how each point in the input space is mapped to a mem-
bership value between 0 and 1. Of these membership functions, the
simplest are the triangular and trapezoidal fuzzy numbers [51]. As
TFNs are decided to be used in this paper to represent the linguistic
variables for this purpose they have been shown in Table 2 [47].
Thus membership degrees of risk parameters as they range from 0
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Fig. 5. A generic risk analysis model integrated into a RM framework of the PTOM.

to 1 can be assigned by experts, with reference to Table 2 in a fuzzy i.e. risk parameters are represented by fuzzy numbers, R will also
environment. be a fuzzy number [52], that means: R=L ® 5.

A common risk (R) evaluation and presentation method is sim-
ply to multiply the likelihood (L) of each undesirable event by each 3.1.2. Fuzzy FTA

severity (S), and then sum these products for all situations consid- The conventional FTA has been used broadly, however, it is often
ered in the evaluation. This definition indicates that if (L) and/or (S), very difficult to assess the precise failure rates or failure proba-
Table 2
Transformation for fuzzy membership function.

Grade Occurrence likelihood (L) Consequence severity (5) Membership function

1 Very low (VL) Slight (SL) (0.00, 0.00, 0.25)

2 Low (L) Minor (MI) (0.00,0.25, 0.50)

3 Medium (M) Moderate (MO) (0.25,0.50, 0.75)

4 High (H) Critical (CR) (0.50,0.75, 1.00)

5 Very high (VH) Catastrophic (CA) (0.75, 1.00, 1.00)
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Fig. 6. A Triangular Fuzzy Number (TEN), M [39,45].

bilities of individual components or failure events. This happens
particularly in systems like nuclear power plants where available
data are insufficient for statistical inferences or the data show a
large variation [53]. To overcome these difficulties the use of FST
[54,55] is being considered. In this respect the failure possibility
defined by a triangular fuzzy number on the interval (0, 1) is used
to characterise the possible deviation of the basic events. Therefore
the concept of the failure possibility is applied to replace failure
rate (probability) in Fault Tree Analysis [54]. In this study the same
will be used hereafter and the failure possibilities are considered as
triangular fuzzy sets to incorporate the uncertainties in the param-
eters.

In normal cases where there are sufficient data and considering
the fact that the occurrence probability of an event is only a rela-
tive frequency [56,57] for an AND gate event, its probability can be
obtained by Eq. (5).

n
Panp) = Hpi (5)
i1

where P is the occurrence probability of the top event; P; denotes
the failure probability of the basic event i and n is the number of
basic events associated with the AND gate. For an OR gate event, its
occurrence probability is determined by Eq. (6).

n

Pory=1-JJ-P) (6)

i=1

Furthermore there is also a gate called NEG gate in which its
occurrence probability is equivalent to 1 — P; [58].

Whereas due to the scarcity of the hazard events and insufficient
data as explained before it is realistic to use fuzzy FTA instead of its
traditional version. The fuzzy form of “AND” and “OR” operations
functions can be obtained in Egs. (7) and (8) as follows [58]:

n
Panp) = Hf’i (7)
i1

Pon=Te[JdeP) 1=01,1,1) ®)

i=1

3.1.2.1. Procedure for carrying out a FFTA. Steps for carrying out a
FFTA in this paper are summarised as follows:

Step 1: Select a top event (i.e. a risk factor) and build a logic fault
tree diagram.

Step 2: Divide the elements (i.e. basic events) of any fault tree logic
diagram into probability analysis of the known events and

subjective linguistic evaluations of vague events, i.e. possi-
bility analysis.

If all of the events are unknown a subjective linguistic
evaluation as explained in the next section should be car-
ried out in the form of a possibility analysis in order to
obtain the failure possibilities for basic events and eventu-
ally for the top event under a fuzzy environment. Moreover
if all the events are known, they will be evaluated by the use
of conventional or traditional FTA method, i.e. probability
analysis. Nevertheless, if all of the events or some of them
are unknown they will be evaluated by use of the fuzzy fault
tree concept, i.e. a possibility analysis/approach.

Step 3: Conduct the linguistic assessments for vague events.
Step 4: Transform linguistic expressions into fuzzy numbers and
aggregate the experts’ opinions into one fuzzy number.

For this purpose as [59] explained due to different opin-
ion of possibility of the basic events, it is necessary to
combine or aggregate the opinion into a single one. There
are many methods for aggregating fuzzy numbers; an
appealing approach is as follows (functions needed for this
aggregation are shown in Section 3.1.1):

m

Mi:ZW]-Aij, j=1,2,....n 9)
i=1

where Aj; is the linguistic expression of a basic event i given
by expert j. m is the number of the basic events. n is the
number of the experts. W; is a weighting factor of the expert
jand M; represents the combined fuzzy number of the basic
eventi.

Step 5: Convert fuzzy numbers for failure rates into the Fuzzy Pos-
sibility Scores (FPSs).

Three fuzzy parameters will be added together and then
be divided by three, i.e. centre of gravity will be found
[60,61].

Step 6: Obtain the possibility failure rate of the top event by inte-
grating FPSs of the vague basic events using Egs. (7) and/or
(8).

As it was explained before there is a chance that some of
the failure rates for the basic events are known and some
remain vague or unknown. In this case first failure proba-
bilities for the known events must be transformed into the
fuzzy numbers enabling them to be used along with FPSs
of the vague basic events.

Step 7: Analyse and interpret the results.

3.1.3. Fuzzy ETA

In practice, it is hard and costly to obtain exact values of event
occurrences because in many cases these estimated values are the
results of an expert’s inadequate knowledge, incomplete infor-
mation, poor quality data or unsatisfactory analysis of a failure
mechanism. These unavoidable problems impart uncertainties in
the ETA and make the entire risk analysis process less credible
for decision making. In addition, experts’ judgments are qualita-
tive and linguistic in nature and may suffer from inconsistency
if lack of consensus among various experts arises. The classical
probabilistic framework is not very effective to deal with vague
or incomplete/inconsistent concepts [62,63]. The existing research
[64-66] discusses methods to handle uncertainties in experts’ judg-
ments and to interpret them for the purpose of conducting risk
analysis. Fuzzy theory has proven effective and efficient in han-
dling these types of uncertainties [46,66-70]. Therefore under fuzzy
environment P, denotes the Success/True/Yes possibility of the nth
event whereas the (1 & P,) denotes the Failure/False/No possibil-
ity of the nth event within the same column. Furthermore S, is the
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defuzzified outcome event’s occurrence possibility scores for the
nth outcome event within the nominated event tree.

3.1.3.1. Procedure for carrying out a FETA. The below mentioned
steps demonstrate how to analyse an event tree using Fuzzy Set
Theory. In the suggested approach, the subjective judgement of
event possibility is assumed linguistic and described using a TFN.
In an ETA, fuzzy possibilities are then used to estimate each out-
come event possibility that is also estimated as a fuzzy number.
The fuzzy-based approach used for ETA comprises the following
five steps:

Step 1: For an initiating event identified within the PTOM, the set
of possible consequence and no consequence states must
be defined to construct the event tree logic diagram.

Step 2: Define initiating event’s possibility using TFNs (see Steps 3
and 4 of the FFTA).

Step 3: Determine each of the outcome events’ possibility as a TFN
by calculating all fault tree paths by the use of Egs. (2)-(4).

Step 4: Defuzzify the outcome events’ possibilities for event tree
consequences (i.e. FPSs, See Step 5 of the FFTA).

Step 5: Analyse and interpret the results.

Due to the scarcity of data fuzzy fault tree and fuzzy event tree
analyses (i.e. CCA under a fuzzy environment) will be applied on one
of the most significant operational risk factors associated within the
PTOM for representing the proposed approach. This CCA is depicted
in the following case study.

4. Case study

This case study relates to the risk factor Rsq, i.e. “pilot’s related
errors” which is one of the most significant risk factors among
operational risk factors within the PTOM. It was identified through
the HAZID process in the literature review of the previous works
as shown in Fig. 4 and Table 1. Considering that the top event
is “pilot’s related errors”, which for example can be initiated by
channel, canal, harbour and/or local offshore-based pilots giving
‘an inappropriate command’. This may happen when a tanker ship
is navigating inside of a narrow channel or a canal. In another
instance the same situation can happen during tandem operations
for a Shuttle Tanker or a Liquefied Natural Gas (LNG) Tanker while
approaching to offshore terminals in oil and gas fields whether the
terminals are fixed or they are floating, e.g. Floating, Production,
Storage and Offloading (FPSO) units. As a result consequences of the
“pilot’s related errors” can be grounding, collision (with other ships,
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Table 3
Potential basic events which cause top events of “pilot’s related errors” [23].

Basic events Basic event (BE) no.

Inappropriate command from pilot BE1
Pilot unaware of ship’s behaviour BE2
Pilot make an error BE3
Ship master make an error of judgement BE4
Over friendly relationship with pilot BE5
Inadequate passage plan BE6
Inappropriate or fail aids BE7
Command execution failure BE8

jettiesin ports and structures or installations of offshore terminals),
fire, explosion, spillage, loss of life, etc. [23,71].

During a pilotage if a hazard is released, the accidental event
can escalate to one of the several possible consequences. In the
analysis of marine or engineering operations, the fault and event
trees describe not only mechanical failures, but also operators’
(human) front line and recovery errors [72]. As it is mentioned in
the above section there are many consequences as a result of the
pilot’s related errors but the major causes of pilotage errors based
on [23] are illustrated in Table 3 and Fig. 7.

Due to the scarcity of data and the fact that all the basic events
are vague and in order to evaluate the risk factor, i.e. “pilot’s related
errors” it has been decided to carry out the evaluation by using
the experts’ judgements. For this purpose in this case study one of
the Iranian ports called Port of Shahid Rajaei has been selected for
evaluation. To carry out an reasonable experts’ judgements in this
paper, three experts have been selected to carry out the judgement
process. All the experts have their Bachelor, i.e. BSc and Master,
i.e. MSc degrees in maritime related fields. In addition each has
served as a harbour pilot previously for 5 years in different Ira-
nian ports and offshore terminals. Each expert has about 15 years
experience on sea ports’ and offshore terminals’ operations and
management. The experts are now holding managerial positions in
different operational fields in Port of Shahid Rajaei. The main fac-
tor in selecting these experts was based on their expertise that they
have equally contributed in the fields related to the operational risk
factors (Ry) illustrated in Fig. 4. For this reason these experts have
equal weights in respect of each other that would affect equally
the evaluation processes. After collecting the experts’ opinions and
integrating them by means of Egs. (2) and (9) with the use of Eq.
(8) the required calculations were carried out in order to find out
FPS of the nominated top event, i.e. “pilot’s related errors” in Port of
Shahid Rajaei. The calculated FPS of the top event, i.e. PTE(R51) was
found to be 0.750. Then by eliminating of each basic event the new
FPSs for the new top events, i.e. Pr;; (i=1,2,3,...8)areobtained

Pilot's Related
Errors i.e. R51

(TE)

N

[

Inappropriate || Pilot unaware || Pilot make an Ship master Over friendly Inadequate  ||Inappropriate or Command
command from of ship's error make an error || relation-ship passage plan fail aids execuation
pilot behaviour of judgement with pilot failure

LN N N N N N N N
[ 81 || 2 || B3 || BE4 || BES || BEB || BE7 || BEB |
S Mo S Nl Nl NS Nl NS

Fig. 7. Fault tree diagram for top event “pilot’s related errors” along with basic events.
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Table 4
Importance of elimination of each basic events in failure possibility of the top events.
Elimination of basic events Possibility approach
Fuzzy number Failure possibility Deviation index Ranking
l m u

BE1 0.297 0.946 0.995 0.746 0.004 4
BE2 0.154 0.922 0.991 0.689 0.061 1
BE3 0.297 0.940 0.994 0.744 0.006 3
BE4 0.236 0.933 0.993 0.721 0.029 2
BE5 0.236 0.933 0.993 0.721 0.029 2
BE6 0.297 0.940 0.994 0.747 0.003 5
BE7 0.297 0.940 0.994 0.747 0.003 5
BE8 0.297 0.955 0.996 0.749 0.001 6
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0.75 r————g
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0.69 —#— Elimination of Basic events (BEn)
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0.66

0.65

BE2 BE 4 BES BE3 BE1
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Fig. 8. Sensitivity analysis of the top event pilot’s related errors.

respectively as shown in Table 4. Subsequently the amount of each
deviation, i.e.[Prg(gs1) © Prgi] has been recorded under the deviation
index column in Table 4. The greater number for deviation index
means having higher importance on the failure possibility of the top
event. That means elimination of any basic even which canlead toa
higher deviation index will reduce the occurrence possibility of the
top event (R421) more than in the case of other eliminations. As it is
shown in Table 4 basic event number two, i.e. BE2 has the highest
importance. In [Prgrs1) © Prgi]; TE(R51) denote top event Rsy, ie.

“pilot’s related errors” and TEi denotes the top event for which its
ith basic event is eliminated.

Fig. 8 illustrates the sensitivity analysis carried out for the risk
factor “pilot’s related errors”, based on the results shown in Table 4.
It shows how the possibility of occurrence for the top event will
be reduced by elimination of any basic event. Fig. 9 illustrates the
Event Tree Analysis of the risk factor “pilot’s related errors” along
with the linguistic fuzzy variables after aggregation of the experts’
judgements as described previously:

B, Si
No Consequences
A
Grounding S
Pilot’s related errors Grounding By
B,y Pollution ~ S;
iohp 321
Collision Sy
Y Py
With Consequences | Collision
168 B, Pollution Ss
Loss of life 19 P, Se
ﬁZB

Fig. 9. Event tree analysis for risk factor of pilot’s related errors [23].
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Table 5

Occurrence possibility scores (FPSs) for different consequences.
Consequences as a result of pilot’s Occurrences Ranking
related errors possibility scores

(FPSs)

No consequences 0.330 1
Grounding 0.200 3
Pollution as a result of grounding 0.087 4
Collision 0.205 2
Pollution as a result of collision 0.055 6
Loss of life 0.077 5

In order to estimate the occurrence possibility scores (FPSs) of
the consequences initiated from the selected risk factor it has been
decided to carry out the evaluation using the experts’ judgements.
The same experts used for FFTA have been asked for the evalua-
tion purposes. By using Egs. (2)-(4) the final results obtained are
listed in Table 5 along with rankings for consequences. As it can be
seen consequence number one, i.e. “pilot’s related errors with no
consequences” will have the highest occurrence possibility score.

5. Conclusion and further suggestions

This paper evaluated the most significant operational risk fac-
tors (hazards) by use of the CCA in order to complete the risk
assessment phase of the RM framework within the PTOM. In the
first part of this paper after introducing the CCA and bow-tie
method, their application on PTOM was investigated. They were
used for evaluating the nominated operational risk factors and for
this purpose the causes and consequences for one of the most sig-
nificant risk factor were investigated. In the second part in order
to evaluate the main causes of the selected risk factor by using
the FFTA and experts’ judgements the possibility of occurrence for
the top event was calculated and by eliminating each basic event
again the occurrence probability of the top event was determined to
see the amount of the changes. Consequently the most signisicant
basic events influencing the nominated risk factor were identified
through the introduced risk analysis model. In the third part in
order to evaluate the consequenses of the same risk factor by using
the FETA and experts’ judgements the occurrence possibility for
each consequence was calculated. Consequently the most signifi-
cant consequence within the nominated risk factor was identified
through this analysis process.

Although in this study only one of the most significant risk fac-
tors was analysed, in the future works all of the introduced risk
factors can be analysed one by one as per availability of the data
using the suitable model and methods explained in this study. Fur-
thermore in the future studies in order to mitigate the analysed risk
factors through the CCA within the PTOM by introducing an appro-
priate method, risk control solutions can be selected. The selected
solutions can be used as preventive or corrective measures (bar-
riers) which will lead to implimentation of either a proactive or a
reactive RM strategy toward a successful PTOM.
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